FREE WHITEPAPER

HOW TO DOCUMENT
IT INFRASTRUCTURE



Whitepaper Objectives

A Help you understand techniques and practices that make docurtientir

infrastructure easier

o0 Data Centres
0 Networks
0 Applications, services (ITIL)
A Help achieve quick wins as well as long term gains
0 Improve the use of existing toolsgtdisio, Excel
0 See the difference with specialist toolsets such as AssetGen

d Cabling, power connectivity
0 Servers and hosts

0 Othero Wireless, SAN, Voice, CCTV,
industrial automation




About AssetGen / Square Mile Systems

A We develop technology to make infrastructure management
easier
d AssetGen infrastructure database
0 Visio utilities (free) for data centre / application / services
documentation
A Provide methods and processes for site audits, documentation

assessment, remediation (compliance) and managing complex
infrastructure changes
A Help organizations implement best practices around change
management and control in physical and logical infrastructures
0 Supporting ITIL, ISO, ISA, TIA, BICSI, NIST and COBIT and
others

A Our projects are associated with data centre migration,
transformation projects, infrastructure baselining and automated
Visio diagramming.
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A Question

What do you feel (or know) is the biggest problem of documenting
IT infrastructure?

Maintaining infrastructure documentation

Creating a baseline of shared infrastructure

Defining change processes across teams

Common understanding of the value of documentation
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When Do We Create or Use Documents?

[ Requirements specification (verification or analysi§}

( Design or plan (proposal, specification) j

( Construction/build (implementation or coding) J

[ Integration (build)

[Testing and debugging (validation) J
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( Maintenance and operational support (in life) j

[ Installation / commissioning (deployment)

[ Post live, decommission and disposal J
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What Is The Top Reason To Change?

Manage project and operational costs

Improve situational awarenasfaults, assessment
Reduce project delivery timescales

Assess risks of planned change and releases
Regulatory / contract needsauditors/customers
Improve risk assessment and mitig&ibDiR, test

Increase organisational and individual flexibility
0 Separation of roles and centralisation of control

Improve security management processes
0 External / Internal attacks / Avoidance / Recovery

Kerplunkd Infrastructure Planning?

[ | What is the change impact of removing a straw?
Is it more difficult if the straws are the same colour
Are you more cautious removing multiple straws?

How would you communicate to someone else
.., Which straw to pull?

f Try it when planner and builder have blindfolds!



Different Focus Areas

1. Infrastructure management (data centres, networks, cabling,
servers)

Hardware and software asset management

Software developmerd Application Lifecycle Management
IT Service management (ITIL)

Major system (building, data centre, ship, oil rig, plane, car)
Hardware/software component manufacture

Many other forms in other industries
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The principles are the same

The issues, techniques, reasons are different
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Institutional Infrastructure Knowledge

Plan Build Operate Risk Dispose
Project and task Manage and Coordinate
Ease and speed of creation Ease of use by many
Ease of distribution Structured for integration & reporting
Flexible to meet task needs Support for multiple processes
Limited training Wide scoped the big picture!
Examples Examples
Project documentation Asset and Inventory management
Equipment lists Business / service dependencies
Visio/CAD diagrams Monitoring of performance, status

Test results Risk and Recovery




How should we manage change?

Change Infrastructure Local staff or

Requestors Request Planning 34 Party

Form * Contractors
" ‘
-Projects PfOJeCt
Assess Build

-Servers Outline Allocate
-Networks Design = | pocuments
-Security

-Service desk

Document Overload!

After a project change, what should be updated

Update asset/inventory list

Update rack diagrams

Update network diagrams/patching records
Update switch port usage and capacity

Update floor plan rack capacity

Update power usage spreadsheet(s)

Update storage / backup system documentation
Update systems architecture documentation

. Update DR lists and documents

10. Update maintenance records

11. Update billing and charging data
122Update project document at!
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